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1 [pate User [Event | Description Login type Challenge type Is suspicious [Is second factor [IP address Affected user Email forwarding address |Sensitive action name Login time Domain

2 [2023-06-26T14:15:09-04:00 |info@breakingcodesilence.org Account password change info@breakingcodesilence.org has changed Account password Unknown FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
3 [2023-06-26T13:19:53-04:00 i i ilence.org Account password change admin@breakingcodesilence.org has changed Account password Unknown FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
4 [2023-06-26T13:11:10-04:00 | mhurwitt@breakingcodesilence.org __|Sensitive action allowed mhurwitt@breakingcodesilence.org was permitted to take the action: Access admin.google.com. Reauth Password TRUE FALSE _ [136.36.232.121 Access admin.google.com breakingcodesilence.org
5 [2023-06-26T13:11:00-04:00 | mhurwitt i ilence.org | Account password change mhurwitt@breakingcode: org has changed Account password Unknown FALSE FALSE _ [136.36.232.121 i i g
6 [2023-06-26T12:38:04-04:00 |nbeaureg: org_|Logout nbeaureg i org logged out Google password FALSE FALSE _ [136.36.232.121 g
7 _[2023-06-26T12:37:33-04:00 | nbeauregard@breakingcodesilence.org_|Login success nbeauregard@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [136.36.232.121 reak i i
8 [2023-06-26T12:36:33-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth Password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
9 [2023-06-26T12:36:01-04:00 | nbeauregard@breakingcodesilence.org_|Sensitive action blocked nbeauregard@breakingcodesilence.org was blocked from the action: Access admin.google.com. Their session was risky and identity couldn, Aot be verified. Reauth None TRUE FALSE __ [136.36.232.121 Access admin.google.com reakingcodesilence.org
10 [2023-06-26T12:35:50-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
11 [2023-06-26T12:34:51-04:00 gard@br silence.org_|Sensitive action blocked i org was blocked from the action: Access admin.google.com. Their session was risky and identity couldn,Adt be verified. Reauth None TRUE FALSE _ [136.36.232.121 |Access admin.google.com breakingcodesilence.org
12 [2023-06-26T12:34:50-04:00 | nbeauregard@breakingcodesilence.org_|Login success Lorg logged in Google password |Password FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
13 [2023-06-26T12:34:50-04:00 ilence.org_|Account password change org has changed Account password Unknown FALSE FALSE _ [136.36.232.121 i i g
14 [2023-06-26T12:33:52-04:00 [jj org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 g
15 [2023-06-26T12:31:22-04:00 | jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 reak i i
16 [2023-06-26T12:30:54-04:00 | nbeauregard@breakingcodesilence.org_|Login failure nbeauregard@breakingcodesilence.org failed to login Google password |Password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
17 [2023-06-26T12:30:36-04:00 |jjensen@breakingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
18 [2023-06-26T12:23:02-04:00 | jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth None FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
19 [2023-06-26T12:23:01-04:00 | jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
20 [2023-06-26T11:04:52-04:00 |jj i ilence.org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
21 [2023-06-26T02:23:21-04:00 [info@ odesilence.org Login success i ilence.org logged in Google password , IDV pi red phone TRUE FALSE _ |2601:280:5d01:7c30:fchc:4clc:fa27:13ad i i g
22 [2023-06-26T02:23:21-04:00 i T Login challenge org was presented with a login challenge Google password [IDV i phone FALSE FALSE _ |2601:280:5d01:7c30:fchc:4clc:fa27:13ad i
23 [2023-06-25T17:15:21-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 reak i i
24 |2023-06-25T17:15:11-04:00 |jjensen@breakingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
25 [2023-06-25T17:13:57-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Exchange None FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
26 |2023-06-25T17:13:57-04:00 |jjensen@breakingcodesilence.org Account password change Jesse Jensen has changed Account password Unknown FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
27 {2023-06-25T17:12:00-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth None FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
28 [2023-06-25T17:08:33-04:00 |jj i ilence.org Login success Jesse Jensen logged in Reauth None FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
29 [2023-06-25T17:06:00-04:00 org Login success Jesse Jensen logged in Reauth Password FALSE FALSE _ [136.36.232.121 i i g
30 [2023-06-24T02:46:42-04:00 org Login success i rg logged in Reauth Password FALSE FALSE__ |2600:100f:bla2:74a4:e445:ce5d:7725:¢076 g
31 [2023-06-23T14:10:35-04:00 |wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth None FALSE FALSE _ [165.225.60.210 reak i i
32 [2023-06-23T14:10:25-04:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password [Password, Password FALSE FALSE _ [165.225.60.210 reakingcodesilence.org
33 [2023-06-23T13:59:15-04:00 |vhughes @breakingcodesilence.org Login failure vhughes @breakingcodesilence.org failed to login Unknown FALSE FALSE___|2605:4280:a401:9e30:a7bb: 18b9 reakingcodesilence.org
34 |2023-06-21T23:36:04-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
35 2023-06-19723:02:07-04:00 |jmagill@breakingcodesilence.org Login success jmagi i Lorg logged in Google password FALSE FALSE _[2601:280:5d01:7c30; 18:cc25 breakingcodesilence.org
36 |2023-06-19T20:09:05-04:00 | i ilence.org | Login success org logged in Google password |Password, IDV any phone, IDV any phone TRUE FALSE _ |2601:18c:8700:d750:7c6c: 9 breakingcodesilence.org
37 [2023-06-19720:09:05-04:00 org_|Login challenge org was presented with a login challenge Google password [IDV any phone FALSE FALSE __|2601:18c:8700:d750:7c6c:25 29 i i g
38 [2023-06-19T20:08:54-04:00 org _|Login challenge rg was presented with a login challenge Google password [IDV any phone FALSE FALSE__ |2601:18c:8700:d750:7¢6c:25! 29 g
39 [2023-06-19T10:40:45-04:00 akingcodesilence.org Login success def i org logged in Google password |Password, IDV preregistered phone FALSE FALSE _ [136.226.84.254 reak i i
40 [2023-06-19T10:40:45-04:00 |wdeffo@breakingcodesilence.org Login verification weft odesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 136.226.84.254 reakingcodesilence.org
41 [2023-06-19T10:17:11-04:00 |wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password, Password, IDV preregistered phone TRUE FALSE _ [174.249.161.43 reakingcodesilence.org
42 |2023-06-19T10:17:11-04:00 |wdeffo@breakingcodesilence.org Login challenge wdeffo@breakingcodesilence.org was presented with a login challenge Google password [IDV preregistered phone FALSE FALSE __ [174.249.161.43 reakingcodesilence.org
43 [2023-06-19T10:16:08-04:00 i ilence.org Login success wdef i org logged in Google password |Password, Password, IDV preregistered phone TRUE FALSE __[174.195.37.100 breakingcodesilence.org
44 |2023-06-19T10:16:08-04:00 Lorg Login challenge wdeffo@breakingcodesilence.org was presented with a login challenge Google password |IDV preregistered phone FALSE FALSE __ [174.195.37.100 breakingcodesilence.org
45 [2023-06-19T10:15:20-04:00 org Login success wdeffo@breakingcodesilence.org logged in Google password | Password, Password, IDV preregistered phone TRUE FALSE _ [174.195.37.100 i i g
46 [2023-06-19T10:15:20-04:00 org Login challenge def i rg was presented with a login challenge Google password [IDV i phone FALSE FALSE__ [174.19537.100 i
47 |2023-06-19T10:07:17-04:00 |wdeffo@breakingcodesilence.org Sensitive action allowed wdeffo@breakingcodesilence.org was permitted to take the action: Allowing an app access to Google data. Reauth 1DV preregistered phone, Password TRUE FALSE __|2600:1005:b0ba:272a:6897:11c2:480f:819d Allowing an app access to Google data reak i i
48 |2023-06-19T10:07:17-04:00 |wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password, IDV preregistered phone TRUE FALSE___|2600:1005:b0ba:272a:6897:11c2:480f:819d reakingcodesilence.org
49 [2023-06-19T10:07:17-04:00 | wdeffo@breakingcodesilence.org Login challenge wdeffo@breakingcodesilence.org was presented with a login challenge Reauth 1DV preregistered phone FALSE FALSE___|2600:1005:b0ba:272a:6897:11c2:480f:819d reakingcodesilence.org
50 [2023-06-17T22:55:55-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth Password FALSE FALSE _ [76.81.142.228 reakingcodesilence.org
51 [2023-06-17T15:27:38-04:00 | cosullivan@breakingcodesilence.org __|Login failure i i org failed to login Google password |Password FALSE FALSE __|2601:18c:8700:d750:c111:67fe:def4:e5bf breakingcodesilence.org
52 [2023-06-17T15:27:38-04:00 Google has detected a suspicious login_|Google has detected a suspicious login for c i ilence.org Unknown FALSE FALSE _ |2601:18c:8700:4750:c111:67fe:def4: org 2023-06-17T15:27:38-04:00

53 [2023-06-14T18:58:26-04:00 org Login success i org logged in Reauth Password FALSE FALSE _ |2600:1014:b1a7:d585:b42f:d476:287:d84b e
54 [2023-06-14T00:49:16-04:00 [jj org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [50.231.234.101 T
55 [2023-06-08T16:05:40-04:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [67.253.113.61 reak i i
56 [2023-06-08T15:11:51-04:00 [bcoleman@breakingcodesilence.org__|Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE  [96.231.230.24 reakingcodesilence.org
57 [2023-06-08T15:10:40-04:00 [bcoleman@breakingcodesilence.org _|Logout beoleman@breakingcodesilence.org logged out Google password FALSE FALSE  [96.231.230.24 reakingcodesilence.org
58 |2023-06-07T15:39:46-04:00 |jshirley@breakingcodesilence.org Sensitive action allowed shirley@breakingcodesilence.org was permitted to take the action: Allowing an app access to Google data. Reauth Other, Password TRUE FALSE _ [150.203.122.114 Allowing an app access to Google data reakingcodesilence.org
59 [2023-06-07T15:39:46-04:00 |jshirley@breakingcodesilence.org rley@breakingcodesilence.org logged in Reauth Password, Other TRUE FALSE __ [159.203.122.114 breakingcodesilence.org
60 [2023-06-07T15:39:46-04:00 |jshirley@breakingcodesilence.org Login challenge jshirley i .org was presented with a login challenge Reauth Other FALSE FALSE _ [159.203.122.114 breakingcodesilence.org
61 [2023-06-06T01:15:42-04:00 i ilence.org | Login success i org logged in Google password |Password, IDV any phone TRUE FALSE _ |2607:fb90:3c91:484f:2903:b25d:7b5f:2483 i i g
62 [2023-06-06T01:15:42-04:00 org_|Login challenge rg was presented with a login challenge Google password [IDV any phone FALSE FALSE _ |2607:fb90:3c91:484f:2903:b25d:7b5f:2483 i
63 [2023-06-05T18:34:11-04:00 |jmagill@breakingcodesilence.org Login success jmagill @breakingc org logged in Google password FALSE FALSE _ [212.102.44.170 reak i i
64 |2023-06-01T18:26:42-04:00 |ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password [Password FALSE FALSE _ [2601:282:8880:7020:b1d5:9da:f6e7:237 reakingcodesilence.org
65 [2023-06-01T11:10:32-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
66 [2023-05-31T20:23:47-04:00 |cosullivan@breakingcodesilence.org___|Login success cosullivan@breakingcodesilence.org logged in Google password FALSE FALSE _ [2601:18:8701:a900:3593:11eb:7ef5:5179 reakingcodesilence.org
67 [2023-05-31T02:38:49-04:00 |jjensen@breakingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
68 [2023-05-29T12:28:05-04:00 i ilence.org | Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ |67.82.249.60 breakingcodesilence.org
69 [2023-05-25T21:32:23-04:00 org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 i i g
70 [2023-05-18T16:32:55-04:00 rg | Login success breaki ilence.org logged in Google password |Password FALSE FALSE _ [96.231.230.24 T
71 [2023-05-17T17:26:29-04:00 akingcodesilence.org__|Logout breaki ilence.org logged out Google password FALSE FALSE _ [173.79.253.13 reak i i
72 |2023-05-16T23:31:14-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
73 [2023-05-16T22:39:15-04:00 |jjer akingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
74 |2023-05-12T16:16:39-04:00 | wdeffo@breakingcodesilence.org Logout wdeffo@breakingcodesilence.org logged out Google password FALSE FALSE _|2601:c4:c500:fef0:38b4:c00e:6dad:f147 reakingcodesilence.org
75 |2023-05-12T14:10:26-04:00 |jshirley@breakingcodesilence.org Login success shirley@breakingcodesilence.org logged in Google password |Password, Password, Other TRUE FALSE __|74.109.204.42 breakingcodesilence.org
76 [2023-05-12T14:10:26-04:00 |jshirley@breakingcodesilence.org Login challenge jshirley@breakingcodesilence.org was presented with a login challenge Google password |Other FALSE FALSE __|74.109.204.42 breakingcodesilence.org
77 [2023-05-12T01:06:57-04:00 |jmagill @breakingcodesilence.org Login success jmagi i org logged in Google password |Password FALSE FALSE __ [2601:283:4e01:c720 136:3c7d i i e
78 [2023-05-11T12:59:46-04:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence.org logged in Google password |Password, IDV preregistered phone FALSE FALSE :8df8:5281:75c3:cbal i
79 [2023-05-11T12:59:46-04:00 |jmagill@breakingcodesilence.org Login verification jmagill @breakingc org was presented with login verification Google password [IDV preregistered phone FALSE TRUE df8:5281:75c3:cbal reak i i
80 [2023-05-10T21:31:42-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
81 [2023-05-10T19:06:13-04:00 |atheodoredis @breakingcodesilence.org [Login success atheodoredis @breakingcodesilence.org logged in Google password , Password FALSE FALSE  [97.122.246.128 reakingcodesilence.org
82 [2023-05-08T16:32:18-04:00 |ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password FALSE FALSE __|2601:282:8880:70; 24 reakingcodesilence.org
83 [2023-05-08T06:02:02-04:00 |cosullivan@breakingcodesilence.org __|Login success i i org logged in Google password , IDV any phone TRUE FALSE __|2607:fb90:3c: 47 breakingcodesilence.org
84 |2023-05-08T06:02:02-04:00 | i ilence.org | Login challenge org was presented with a login challenge Google password [IDV any phone FALSE FALSE _|2607:fb90:3c: 47 breakingcodesilence.org
85 [2023-05-07T10:50:24-04:00 [jshir org Login success jshirley@breakingcodesilence.org logged in Google password |Password FALSE FALSE __ |2601:547:c503:58b0:300a:dbab:146e:7f83 i i g
86 [2023-05-07T03:42:42-04:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence.org logged in Google password , 1DV pi phone FALSE FALSE _ [2601:283:4 70d5:c2b6:d460 i
87 [2023-05-07T03:42:42-04:00 |jmagill@breakingcodesilence.org Login verification jmagill @breakingc org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 2601:283:4200:2380:d5b9:70 :d460 reak i i
88 |2023-05-05T14:52:12-04:00 |Iwixon@breakingcodesilence.org Login success Iwixon@breakingcodesilence.org logged in Google password [Password FALSE FALSE _ [6833.2.210 reakingcodesilence.org
89 [2023-05-04T20:35:11-04:00 [cosullivan@breakingcodesilence.org___|Login success |cosullivan@breakingcodesilence.org logged in Google password FALSE FALSE _ [2601:18c:8701:a900:255¢:e4c3:1f2b:b6f6 reakingcodesilence.org
90 [2023-05-03T16:30:35-04:00 [bcoleman@breakingcodesilence.org__|Login success beoleman@breakingcodesilence.org logged in Google password FALSE FALSE _|2600:4040:22c4:2c00:d14d:73f6:a5b6:8e9b reakingcodesilence.org
91 1-04:00 [jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
92 [2023-05-02T21:19:23-04:00 |jj i ilence.org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
93 [2023-05-01T11:00:19-04:00 org Login failure wdeffo@breakingcodesilence.org failed to login Unknown Password FALSE FALSE _ |165.225.243.6 i i g
94 [2023-04-28721:02:32-04:00 org Login success i org logged in Exchange None FALSE FALSE _ [145.224.127.231 i
95 [2023-04-28T13:07:10-04:00 akingcodesilence.org Login success alow @breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2600:1700:7be0:16a0:2531:1aa7:1279:b3e4 reaki i g
96 |2023-04-27T23:59:13-04:00 |jmagill @breakingcodesilence.org Login success imagill @breakingcodesilence.org logged in Google password |Password, IDV preregistered phone FALSE FALSE __|2601:283:4200:a380:1de2:450a:123f:f4f reakingcodesilence.org
97 [2023-04-27T23:59:13-04:00 |jmagill@breakingcodesilence.org Login verification jmagill @breakingcodesilence.org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 2601:283:4200:2380:1de2:450a:123f:f4f reakingcodesilence.org
98 |2023-04-25T21:59:23-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
99 2023-04-25T13:12:28-04:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password FALSE FALSE _|2603:7080:c339:8f0c:8dec:89b5:c3dc:78e0 breakingcodesilence.org
100[2023-04-19T15:19:12-04:00 i ilence.org | Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE___|2600:4040:22¢9:5500:7c37:6272:c86:1669 breakingcodesilence.org
101[2023-04-18721:25:45-04:00 org Login success ndieterle@ rg logged in Google password |Password, Password FALSE FALSE _ |2601:282:8880:7020:2443:b478:71f6:693a i i g
102[2023-04-18T21:18:42-04:00 | org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 i
103[2023-04-18T17:15:15-04:00 | jjensen@breakingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 reak i i
104|2023-04-18T15:27:35-04:00 [suhler@breakingcodesilence.org Login success suhler@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [2601:281:d481:224f:574:f344:91f6:a263 reakingcodesilence.org
105[2023-04-18T13:25:15-04:00 | cosullivan@breakingcodesilence.org | Login success cosullivan@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [2601:18c:8701:a900:417:d01d:a429:840d reakingcodesilence.org
106(2023-04-18T02:54:35-04:00 |jmagill @breakingcodesilence.org Login success imagill @breakingcodesilence.org logged in Reauth None FALSE FALSE _ |2601:283:4 1 9:8f9b reakingcodesilence.org
107|2023-04-13723:18:12-04:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence.org logged in Google password |Password FALSE FALSE __ |2601:283:4 : breakingcodesilence.org
108[2023-04-13722:16:54-04:00 |jmagill @breakingcodesilence.org Login success Lorg logged in Reauth Password FALSE FALSE _ [2601:28 breakingcodesilence.org
109|2023-04-13721:10:31-04:00 |jmagill @breakingcodesilence.org Login success org logged in Reauth Password FALSE FALSE _ |2601:283:4 i i g
110[2023-04-12702:04:33-04:00 ilence.org Logout org logged out Google password FALSE FALSE _ [129.222.248.74 g
1112023-04-09T11:08:05-04:00 |tbaker@breakingcodesilence.org Login failure tbaker@breakingcodesilence.org failed to login Google password |Password FALSE FALSE __|2600:100b:b00e:2a88:e923:f6a:5f79:12d6 reaki i g
1122023-04-06T16:39:50-04:00 |bcoleman@breakingcodesilence.org | Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE___|2600:4040:22¢9:5500:3cf0:d7e8:743b:ef82 reakingcodesilence.org
113[2023-04-06T13:35:51-04:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [67.253.113.61 reakingcodesilence.org
114[2023-04-06T12:24:08-04:00 | wdeffo@breakingcodesilence.org Sen: wdeffo@breakingcodesilence.org was permitted to take the action: Allowing an app access to Google data. Reauth IDV preregistered phone, Password, Password TRUE FALSE___|2600:1017:b836:b79d:19fe:4c34:dd02:97ae Allowing an app access to Google data reakingcodesilence.org
115[2023-04-06T12:24:08-04:00 | wdeffo@breakingcodesilence.org Login success [wdeffo@breakingc: org logged in Reauth Password, Password, Password, Password, IDV preregistered phone TRUE FALSE___|2600:1017:b836:b79d:19fe:4c34:dd02:97ae reakingcodesilence.org
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116[2023-04-06T12:24:08-04:00 | wdeffo@breakingcodesilence.org Login challenge wdeffo@breakingcodesilence.org was presented with a login challenge Reauth 1DV preregistered phone FALSE FALSE___|2600:1017:b836:b79d:19fe:4c34:dd02:97ae breakingcodesilence.org
1172023-04-06T11:08:40-04:00 |cosullivan@breakingcodesilence.org | Login success i i org logged in Google password |Password, IDV any phone TRUE FALSE __|2607:fb90:3c9a:6290:d546:711e:984c:6ea3 breakingcodesilence.org
118[2023-04-06T11:08:40-04:00 |c i ilence.org__|Login challenge org was presented with a login challenge Google password [IDV any phone FALSE FALSE __|2607:fb90:3c9a:6290:d546:711e:984c:6ea3 breakingcodesilence.org
119 4-04:00 org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 i i g
120 :03-04:00 org Login success i rg logged in Reauth None FALSE FALSE __ |2600:100e:b089:767f:edc6:cbOc:cd3f:8f22 i
121[2023-04-05T18:12:18-04:00 |vhughes@breakingcodesilence.org Login success vhughes @breakingcodesilence.org logged in Exchange None FALSE FALSE __|2600:1012:b125:eef5:4c15:0936:4b23:de78 reaki g
122[2023-04-05T08:17:49-04:00 |Iwixon@breakingcodesilence.org Login success Iwixon@breakingcodesilence.org logged in Google password [Password FALSE FALSE _ [6833.2.210 reakingcodesilence.org
123[2023-04-04T17:13:48-04:00 | jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
124[2023-04-04T16:53:07-04:00 | ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password FALSE FALSE _ [2601:282:8880:7020:a016:b9c2:9b84:c417 reakingcodesilence.org
125(2023-04-04T16:29:19-04:00 i ilence.org Login success aconroyd@breakingcodesilence.org logged in Reauth FALSE FALSE__[75.162.121.12 breakingcodesilence.org
126(2023-04-04T15:24:04-04:00 Lorg Login success aconroyd@breakingcodesilence.org logged in Reauth None FALSE FALSE_[75.162.121.12 breakingcodesilence.org
1272023-04-04T14:31:41-04:00 |info@breakingcodesilence.org Login success i ilence.org logged in Google password |Password FALSE FALSE _ |2601:283:4 1b7:faec:60c5:954c i i g
128(2023-04-03720:00:46-04:00 i i rg Login success alow @breakingcodesilence.org logged in Exchange None FALSE FALSE _ [2607:fb91 2ba:bfOf:7c61 g
129[2023-04-02T02:49:41-04:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth Password FALSE FALSE _ [136.36.232.121 reak i
130[2023-04-01T10:46:01-04:00 | wdeffo@breakingcodesilence.org Logout wdeffo@breakingcodesilence.org logged out Google password FALSE FALSE _ [2601:c4:c500:fef0:e45e:cdal:bedf:c272 reakingcodesilence.org
131/2023-03-31T19:39:35-04:00 [admin@breakingcodesilence.org Login success admin@breakingcodesilence.org logged in Google password [Password, IDV preregistered phone FALSE FALSE __|2601:283:4200:a380:833:f822:bb46:7e62 reakingcodesilence.org
132|2023-03-31T19:39:35-04:00 |admin@breakingcodesilence.org Login verification admin@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 2601:283:4200:2380:833:f822:bbA6:7e62 reakingcodesilence.org
133(2023-03-31T19:36:19-04:00 i i ilence.org Login failure admin@breakingcodesilence.org failed to login Unknown Password FALSE FALSE __|2601:283:4200:a380:c833:f822:bb46:7e62 breakingcodesilence.org
134[2023-03-31T19:06:10-04:00 Lorg Login success admin@breakingcodesilence.org logged in Google password |Password, IDV preregistered phone TRUE FALSE __|2600:1014:b136:4919:4d81:{7ad:83¢c4:11f8 breakingcodesilence.org
135[2023-03-31T19:06:10-04:00 org Login challenge admin@breaki i rg was presented with a login challenge Google password [IDV i phone FALSE FALSE _ |2600:1014:b136:4919:4d81:f7ad:83c4:11f8 i i g
136(2023-03-31T19:00:43-04:00 org Login failure i i rg failed to login Unknown Password FALSE FALSE __ |2600:100e:b041:f27:f941:f7cf i
1372023-03-31T16:30:00-04:00 |cosullivan@breakingcodesilence.org | Login success ivan@breaki silence.org logged in Google password FALSE FALSE __|2601:18c:8701:a900:307d:f001:4cb7:3b01 reaki g
138[2023-03-31701:34:24-04:00 |jmagill @breakingcodesilence.org Login success imagill @breakingcodesilence.org logged in Google password |Password FALSE FALSE _|2601:283:4200:a380:c833:f822:bb46:7e62 reakingcodesilence.org
139[2023-03-28T18:16:44-04:00 | jlensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth , Password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
140[2023-03-27T10:33:56-04:00 | jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password , Other FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
141|2023-03-27T10:33:56-04:00 |jjensen@breakingcodesilence.org Login verification Jesse Jensen was presented with login verification Google password |Other FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
142[2023-03-25T08:13:46-04:00 |jshirley@breakingcodesilence.org Login success jshirley@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2601:547:c503:5800:3541:20e5:85:e8da breakingcodesilence.org
143(2023-03-24T11:30:17-04:00 i ilence.org Login success alow @breakingcodesilence.org logged in Exchange None FALSE FALSE _|2600:1700:7be0:16a0:f920:4d57:ad11:6f58 i i g
1442023-03-24T11:30:03-04:00 rg Login success alow @breakingcodesilence.org logged in Google password |Password FALSE FALSE__ |2600:1700:7be0:16a0:f920:4d57:ad11:6f58 i
145[2023-03-24T11:26:51-04:00 akingcodesilence.org Login success alow @breakingcodesilence.org logged in Reauth FALSE FALSE __|2600:1700:7be0:1620:f920:4d57:ad11:6f58 reaki g
146[2023-03-23T16 aconroyd@breakingcodesilence.org Login success aconroyd@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|75.162.121.12 reakingcodesilence.org
147(2023-03-22T22 jjlensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
148[2023-03-22T19:05:26-04:00 |bcoleman@breakingcodesilence.org | Login success beoleman@breakingcodesilence.org logged in Google password FALSE FALSE _ |2600:4040:22cb:c800:9052:b0ad:e935:8cc8 reakingcodesilence.org
149(2023-03-22T14:14:45-04:00 |adavey@breakingcodesilence.org Login success i ilence.org logged in Google password FALSE FALSE _ [169.226.231.169 breakingcodesilence.org
150(2023-03-22T14:10:32-04:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:c4:c500:fef0:881 breakingcodesilence.org
151[2023-03-22T14:09:52-04:00 org Login success wdeffo@breakingcodesilence.org logged in Google password |Password FALSE FALSE _|2601:c4:c500:fef0:881 2 i i rg
1522023-03-22T14:06:59-04:00 org Login success def i rg logged in Google password |Password FALSE FALSE __ [2601:c4:c500:fef0:881 2 i
153(2023-03-22709:14:16-04:00 akingcodesilence.org | Login success akingcodesilence.org logged in Google password , Password FALSE FALSE _ [97.122.246.128 reak i
154/2023-03-21T16:17:06-04:00 |alow@breakingcodesilence.org Login success alow @breakingcodesilence.org logged in Google password [Password FALSE FALSE__ [2600:1700:7be0:16a0:71a6:9c0:7d90:5263 reakingcodesilence.org
155/2023-03-20T11:06:21-04:00 |alow@breakingcodesilence.org Login success alow @breakingcodesilence.org logged in Google password FALSE FALSE _ [2600:1700:7be0:16a0:e5ce:ce6e:4b68:18db reakingcodesilence.org
156(2023-03-19T21:28:03-04:00 | jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
1572023-03-19T15:21:11-04:00 |bes@breakingcodesilence.org Login success bes @breakingcodesilence.org logged in Google password FALSE FALSE _ [75.162.121.12 breakingcodesilence.org
158(2023-03-19T14:01:47-04:00 i i ilence.org Account password change admin@breakingcodesilence.org has changed Account password Unknown FALSE FALSE _ [75.162.121.12 breakingcodesilence.org
159(2023-03-19T14:01:26-04:00 org Login success admin@breaki i rg logged in Google password , 1DV pi phone TRUE FALSE _ [75.162.121.12 i i g
160[2023-03-19T14:01:26-04:00 org Login challenge i i i rg was presented with a login challenge Google password [IDV i phone FALSE FALSE _ [75.162.121.12 i
161[2023-03-19T13:57:58-04:00 |aconroyd@breakingcodesilence.org Login success org logged in Reauth None FALSE FALSE _ [75.162.121.12 reak i
162[2023-03-19T13:57:51-04:00 |aconroyd@breakingcodesilence.org Login success aconroyd@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|75.162.121.12 reakingcodesilence.org
163[2023-03-18T20:19:46-04:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [2603:7080:c339:8f0c:f4 8b4. reakingcodesilence.org
164|2023-03-16T23:08:36-04:00 |admin@breakingcodesilence.org Account password change admin@breakingcodesilence.org has changed Account password Unknown FALSE FALSE  [212.102.44.170 reakingcodesilence.org
165(2023-03-16723:08:24-04:00 i i ilence.org Login success admin@breakingcodesilence.org logged in Google password |Password, IDV preregistered phone FALSE FALSE __ [212.102.44.170 breakingcodesilence.org
166(2023-03-16723:08:24-04:00 Lorg Login verification admin@breakingcodesilence.org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 212.102.44.170 breakingcodesilence.org
1672023-03-16T23:05:18-04:00 |jmagill @breakingcodesilence.org Login success jmagi i org logged in Reauth Password FALSE FALSE _ [212.102.44.170 i i g
168(2023-03-16T23:00:45-04:00 i i ilence.org Login failure rg failed to login Unknown Password FALSE FALSE _ [212.102.44.170 i
169(2023-03-16T20:01:00-04:00 |aconroyd@breakingcodesilence.org Login success reaki ilence.org logged in Google password |Password, IDV preregistered phone FALSE FALSE _ [75.162.121.12 reak i
170[2023-03-16T20:01:00-04:00 |aconroyd@breakingcodesilence.org Login verification aconroyd@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 75.162.121.12 reakingcodesilence.org
171[2023-03-16T18:28:14-04:00 | ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [2601:282:8800:5ff0:6522:003b:c9f9:2ef8 reakingcodesilence.org
172[2023-03-16T16:33:17-04:00 | cosullivan@breakingcodesilence.org | Login success cosullivan@breakingcodesilence.org logged in Google password |Password FALSE FALSE _|2601:18c:8701:a900:8997:f6b:4b07:b95b reakingcodesilence.org
173(2023-03-15T14:24:47-04:00 i ilence.org Login success aconroyd@breakingcodesilence.org logged in Reauth Password FALSE FALSE__|75.162.121.12 breakingcodesilence.org
174[2023-03-13T14:00:55-04:00 Lorg___|Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [96.231.230.24 breakingcodesilence.org
175[2023-03-13T12:10:57-04:00 org Login success i ilence.org logged in Google password |Password FALSE FALSE _ [108.184.176.17 i i g
176(2023-03-12720:32:34-04:00 org Login success rg logged in Google password |Password, IDV preregistered phone FALSE FALSE _ [2600:1014:bled:6a01:9475:a43f:e68:ecd i
177(2023-03-12T20:32:34-04:00 |aconroyd@breakingcodesilence.org Login verification reaki ilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 2600:1014:bled:6201:9475:a43f:e68:ec4. reak i
178[2023-03-10T13:32:05-05:00 |Iwixon@breakingcodesilence.org Login success Iwixon@breakingcodesilence.org logged in Google password [Password FALSE FALSE _ [6833.2.210 reakingcodesilence.org
179[2023-03-10T12:46:51-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth FALSE FALSE _ [165.225.60.208 reakingcodesilence.org
5-05:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Reauth FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
3-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Google password , IDV phone FALSE FALSE __ [136.226.84.253 breakingcodesilence.org
:03-05:00 Lorg Login verification wdeffo@breakingcodesilence.org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 136.226.84.253 breakingcodesilence.org
2-05:00 org Logout wdeffo@breakingcodesilence.org logged out Google password FALSE FALSE _ [136.226.84.253 i i g
:31-05:00 org Login success def i rg logged in Google password |Password, Password FALSE FALSE _ |2601:c4:c500:fef0:2447:d9f3:5aed:81f: g
185(2023-03-08709:24:46-05:00 akingcodesilence.org | Login success akingcodesilence.org logged in Google password |Password, Password, Password FALSE FALSE _ [97.122.246.128 reak i
186(2023-03-07T15:03:47-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password [None FALSE FALSE _ [165.225.60.230 reakingcodesilence.org
187(2023-03-07T15:03:39-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password, Password FALSE FALSE _ [165.225.60.230 reakingcodesilence.org
188[2023-03-07T12:50:36-05:00 |bcoleman@breakingcodesilence.org | Login success bcoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE _|2600:4040:22cb:c800:153e:7f6c:b2da:246a reakingcodesilence.org
189(2023-03-07709:48:30-05:00 i ilence.org Logout wdeffo@breakingcodesilence.org logged out Google password FALSE FALSE | 2601:c4:c500:fef0:7967:cf breakingcodesilence.org
190[2023-03-06T21:38:27-05:00 Lorg Login success Jesse Jensen logged in Reauth Password FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
3-05:00 org Login success Jesse Jensen logged in Google password |Password, Other FALSE FALSE _ [136.36.232.121 i i g
:23-05:00 |jj org Login verification Jesse Jensen was presented with login verification Google password Other FALSE FALSE _ [136.36.232.121 T
4:51-05:00 [kmulligan@breakingcodesilence.org | Login success kmulligan@breaki silence.org logged in Google password |Password, Password FALSE FALSE _ [67.185.21.186 reak i
0-05:00 |bcook@breakingcodesilence.org Login failure beook@breakingcodesilence org failed to login Unknown Password FALSE FALSE _ [2601:8c0:37e:8e10:7c2a:eb1b:9904:53d7 reakingcodesilence.org
2:34-05:00 |graymond@breakingcodesilence.org___|Account password change graymond@breakingcodesilence.org has changed Account password Unknown FALSE FALSE _ [212.102.44.168 reakingcodesilence.org
196(2023-03-05T16:12:15-05:00 |graymond@breakingcodesilence.org___|Login success graymond@breakingcodesilence.org logged in Google password |Password, IDV any phone TRUE FALSE __ [212.102.44.168 reakingcodesilence.org
197(2023-03-05T16:12:15-05:00 ilence.org__|Login challenge i ilence.org was presented with a login challenge Google password [IDV any phone FALSE FALSE __ [212.102.44.168 breakingcodesilence.org
1982023-03-05T15:15:10-05:00 | bcook@breakingcodesilence.org Login failure beook@breakingcodesilence.org failed to login Unknown Password, Password FALSE FALSE __|2601:8c0:37e:8e10:7c! : breakingcodesilence.org
199(2023-03-05T14:52:45-05:00 [inacti ilence.org Login success inacti i ilence.org logged in Google password |Password FALSE FALSE _ |2601:80:37e:8e10:78d2:87a2:e7d:8e44 i i g
00[2023-03-05T14:52:25-05:00 i Login failure org failed to login Unknown , Password, Password, Password, Password FALSE FALSE _ |2601:80:37e:8e10:78d2:87a2:e7d:8e44 g
201[2023-03-05T10:36:19-05:00 |graymond@breakingcodesilence.org | Login failure graymond@breakingcodesilence.org failed to login Unknown FALSE FALSE __|2601:240:e500:8a70:c56d:4ee3:1ce5:4641 reaki g
02[2023-03-05T03:16:05-05:00 |jmagill @breakingcodesilence.org Login success imagill @breakingcodesilence.org logged in Google password |Password FALSE FALSE  [212.102.44.170 reakingcodesilence.org
03[2023-03-05T01:44:18-05:00 |jmagill@breakingcodesilence.org Login success imagill @breakingcodesilence.org logged in Reauth FALSE FALSE __ [212.102.44.169 reakingcodesilence.org
5-05:00 |bcook@breakingcodesilence.org Account password change beook@breakingcodesilence.org has changed Account password Unknown FALSE FALSE _ [212.102.44.169 reakingcodesilence.org
1-05:00 |beook@breakingcodesilence.org Login success beook@breakingcodesilence org logged in Google password |Password, IDV preregistered phone FALSE FALSE _ [212.102.44.169 breakingcodesilence.org
:01-05:00 |bcook@breakingcodesilence.org Login verification beook@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 212.102.44.169 breakingcodesilence.org
5-05:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence org logged in Reauth Password FALSE FALSE _ [212.102.44.169 i i g
08[2023-03-04T21:37:26-05:00 i i rg Login success alow @breakingcodesilence.org logged in Google password |Password FALSE FALSE __ |2600:1700:7be0:16a0:3cc7:b454:2cbf:3648 g
09[2023-03-03T14:45:34-05:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password FALSE FALSE __|2603:7080:c339:8f0c:b081:cd82:3042:9298 reak i
210[2023-03-03T13:45:48-05:00 | ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password [Password FALSE FALSE _ [2601:282:8880:3b20:c51a:d8a6:d98e:8686 reakingcodesilence.org
11{2023-03-03T13:02:25-05:00 |bes@breakingcodesilence.org Login success bes @breakingcodesilence.org logged in Google password FALSE FALSE__[75.162.121.12 reakingcodesilence.org
1 -03-03T13:02:17-05:00 |info@breakingcodesilence.org Login success info@breakingcodesilence.org logged in Google password FALSE FALSE_[75.162.121.12 reakingcodesilence.org
13[2023-03-03T12:05:24-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence org logged in Reauth FALSE FALSE _ |2601:8c0:37e:8e10:2db0:82dc:7187:11f3 breakingcodesilence.org
214[2023-03-02T16:14:56-05:00 |jj i ilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
215 8-05:00 org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 i i g
216 :58-05:00 org Login success ndieter i i rg logged in Google password |Password FALSE FALSE __[2601:2 i
217 8:23-05:00 |akolbe@breakingcodesilence.org Login failure akolbe@breaking org failed to login Reauth Password FALSE FALSE _ |2601:589:4100:864:58c8:621:85b1:277d reaki g
21 akolbe @breakingcodesilence.org Sensitive action blocked akolbe @breakingcodesilence.org was blocked from the action: Allowing an app access to Google data. Their session was risky and identity couldn,Adt be verified. _|Reauth Password TRUE FALSE __|2601:589:4100:864:58c8:621:85b1:277d Allowing an app access to Google data reakingcodesilence.org
19 nbeauregard@breakingcodesilence.org_|Login success nbeauregard@breakingcodesilence.org logged in Google password |Password, IDV preregistered phone FALSE FALSE___|2600:1011:b067:f664:5dab:6bca:456¢:6036 reakingcodesilence.org
0 :00 |nbeauregard@breakingcodesilence.org _|Login verification nbeauregard@breakingcodesilence.org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 2600:1011:b067:f664:5dab:6bca:456c:6036 reakingcodesilence.org
21(2023-02-28T17:41:36-05:00 |alow @breakingcodesilence.org Logout alow @breakingcodesilence.org logged out Google password FALSE FALSE___|2600:1700:7be0: 7ce8:1295:e86f breakingcodesilence.org
023-02-28T14:15:50-05:00 | i ilence.org __|Login success i i org logged in Google password |Password, Password FALSE FALSE __|2601:18c:8701:a900:40de:8dfd:43dc:1564 breakingcodesilence.org
223(2023-02-28T11:49:08-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password, Password FALSE FALSE __|2601:c4:c500:fef0:746c:e2b:ed0d:1c65 i i g
224[2023-02-27T11:35:53-05:00 | nbeaureg: i ilence.org_|Login success nbeaureg i ilence.org logged in Google password |Password, IDV preregistered phone FALSE FALSE _ |2601:80:37e:8e10:44ea:ef7b:124f:8236 i
023-02-27T11:35:53-05:00 |nbeauregard@breakingcodesilence.org _|Login verification nbeauregard@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 2601:80:37e:8e10:44ea:ef7b:124f:8236 reak i
6|2023-02-26T23:12:44-05:00 |beoleman@breakingcodesilence.org__|Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE  [96.231.230.24 reakingcodesilence.org
227(2023-02-26T16:44:00-05:00 |cosullivan@breakingcodesilence.org__|Sensitive action allowed cosullivan@breakingcodesilence.org was permitted to take the action: Allowing an app access to Google data. Reauth 1DV any phone, Password TRUE FALSE___|2601:18c:8b01:9f30:1ff d4cf:aeb2:d390 Allowing an app access to Google data reakingcodesilence.org
023-02-26T16:44:00-05:00 |cosullivan@breakingcodesilence.org | Login success cosullivan@breakingcodesilence.org logged in Google password |Password, IDV any phone TRUE FALSE _ |2601:18c:8b01:9f30: cf:aeb2:d390 reakingcodesilence.org
9]2023-02-26T16:44:00-05:00 |cosullivan@breakingcodesilence.org | Login challenge cosullivan@breakingc org was presented with a login challenge Google password [IDV any phone FALSE FALSE | 2601:18c:8b01:9f30:1ff:d4cf:aeb2:d390 reakingcodesilence.org
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Case 2:22-cv-02052-MAA Document 172-120 Filed 02/23/24 Page 4 of 5 Page ID #:7152

A B | [ D E F G H 1 J K L ™M N
1 [Date User [Event Description Login type Challenge type Is suspicious |Is second factor [IP address Affected user Email forwarding address |Sensitive action name Login time Domain
02023-02-26T01:23:35-05:00 |aconroyd@breakingcodesilence.org Login success aconroyd@breakingcodesilence.org logged in Reauth Password FALSE FALSE _[75.162.121.12 breakingcodesilence.org
1[2023-02-25720:46:38-05:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence.org logged in Google password |Password FALSE FALSE __ [212.102.44.169 breakingcodesilence.org
32(2023-02-25T17:55:49-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:8c0:37e:8e10:4c57:d333:f702:377¢ breakingcodesilence.org
23 2-05:00 i ilence.org Login success i ilence.org logged in Reauth Password FALSE FALSE_ [75.162.121.12 i i g

23 :10-05:00 | nbeaureg i ilence.org_|Login success nbeaureg i ilence.org logged in Google password |Password FALSE FALSE _ [73.127.187.36 i i T
1:41-05:00 akingcodesilence.org Login success def i org logged in Reauth None FALSE FALSE __|2601:c4:c500:fef0:89f1:eced:7a58:4c0e reak i i
wdeffo@breakingcodesilence.org Login success weft odesilence.org logged in Reauth Password FALSE FALSE | 2601:c4:c500:fef0:89f:eced:7a58:4c0e reakingcodesilence.org

23 wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password, Password FALSE FALSE | 2601:c4:c500:fef0:89f 1 :eced:7a58:4c0e reakingcodesilence.org
:00 | wdeffo@breakingcodesilence.org Logout wdeffo@breakingcodesilence.org logged out Google password FALSE FALSE _ [8.45.1422 reakingcodesilence.org
39[2023-02-22T22:50:23-05:00 i i ilence.org | Login success i i org logged in Google password |Password FALSE FALSE _ [67.185.21.186 breakingcodesilence.org
240(2023-02-22T21:41:13-05:00 i ilence.org Sensitive action blocked wdeffo@breakingcodesilence.org was blocked from the action: Access admin.google.com. Their session was risky and identity couldn,Adt be verified. Reauth None TRUE FALSE __|2601:c4:c500:fef0:843c:816:5e:a7e Access admin.google.com breakingcodesilence.org
241[2023-02-22T21:41:07-05:00 i ilence.org Sensitive action blocked wdeffo@breakingcodesilence.org was blocked from the action: Access admin.google.com. Their session was risky and identity couldn,Adt be verified. Reauth None TRUE FALSE __|2601:c4:c500:fef0:843c:8f16:5e:a7e Access admin.google.com i i g
242[2023-02-22T21:30:13-05:00 |ihi ilence.org Login success i i i rg logged in Google password , Password FALSE FALSE _ [107.127.14.4 i i T
243[2023-02-22720:27:45-05:00 |aconroyd@breakingcodesilence.org Login success re ilence.org logged in Reauth FALSE FALSE _ [75.162.121.12 reak i i
244[2023-02-22T18:33:11-05:00 |jshirley@breakingcodesilence.org Login success |ishirley@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2601:547:c503:5800:40a2:1fb6:2340:b029 reakingcodesilence.org
245(2023-02-22T18:06:37-05:00 |feliscu@breakingcodesilence.org Login success feliscu@breakingcodesilence.org logged in Google password , Other FALSE FALSE___[70.176.110.146 reakingcodesilence.org
246(2023-02-22T18:06:37-05:00 |feliscu@breakingcodesilence.org Login verification feliscu@breakingcodesilence.org was presented with login verification Google password |Other FALSE FALSE __[70.176.110.146 reakingcodesilence.org
247(2023-02-22T17:59:24-05:00 |ahoward@breakingcodesilence.org Login success ahoward@breakingcodesilence.org logged in Google password |Password FALSE FALSE _|2601:680:cc82:9770:d527:626f:4d22:b5¢3 breakingcodesilence.org
248[2023-02-22T15:47:35-05:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence.org logged in Google password |Password FALSE FALSE___ [2600:100e: 7 breakingcodesilence.org
249(2023-02-22708:39:02-05:00 [t i ilence.org Login success tbaker @breaki i rg logged in Google password |Password FALSE FALSE _ [98.190.119.71 i i g
0[2023-02-21719:10:43-05:00 |adavey@breakingcodesilence.org Login success i ilence.org logged in Google password |Password FALSE FALSE__|2603:7080:aff0:c0:ac85:b2cc:12f5:6f5¢ i i T
251[2023-02-21T15:26:11-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Google password FALSE FALSE __|2601:8c0:37e:8e 9:1592:88a7 reak i i
023-02-21T12:35:11-05:00 | Ibarrio@breakingcodesilence.org Login success [Ibarrio@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [172.91.73.27 reakingcodesilence.org
3[2023-02-21T11:57:41-05:00 |graymond@breakingcodesilence.org___|Login success graymond@breakingcodesilence.org logged in Google password , Password FALSE FALSE _ [207.220.181.102 reakingcodesilence.org
254[2023-02-21709:47:50-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password , Password, IDV preregistered phone FALSE FALSE___|2600:1005:b08c:e0aa:8008:4206:ddb:6c2 reakingcodesilence.org
0-05:00 i ilence.org Login verification wdeffo@breakingcodesilence.org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 2600:1005: 06:ddb:6c2 breakingcodesilence.org

256 Lorg Login success aconroyd@breakingcodesilence.org logged in Google password |Password FALSE FALSE __ [97.125.234.101 breakingcodesilence.org
5 5-05:00 i ilence.org__|Login success i i org logged in Google password |Password FALSE FALSE __|2601:18c:8701:a900:b47: 11 i i g
:00-05:00 i ilence.org Login success def i rg logged in Reauth Password FALSE FALSE __|2601:c9:280:a10: 13d i i i

7:12-05:00 n@breaki lence.org__|Logout akingcodesilence.org logged out Google password FALSE FALSE _ [83.145.72.66 reak i i
ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [185.187.243.228 reakingcodesilence.org
ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2601:282:8880:3b20:873:8f5:7473:5cc6 reakingcodesilence.org

:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password, Password FALSE FALSE __ [136.36.232.121 reakingcodesilence.org
63[2023-02-16T00:44:33-05:00 |jjensen@breakingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
264[2023-02-15T14:24:30-05:00 i ilence.org Logout wdeffo@breakingcodesilence.org logged out Google password FALSE FALSE __|2601:c9:280:a10:a5¢3:b70:6065:8757 breakingcodesilence.org
265[2023-02-15T12:24:17-05:00 i ilence.org__|Login success i org logged in Google password |Password, Password FALSE FALSE __|2600:4040:22cb:c800:7cal:bfd:751:3ced i i g
66(2023-02-14T18:28:55-05:00 i i g Logout breaki i org logged out Google password FALSE FALSE 2600:4040:2. 2 i i I
267(2023-02-14T16:36:26-05:00 akingcodesilence.org Login success i ilence.org logged in Google password |Password FALSE FALSE __|2600:1700:7be0:16a0:81bb:313d:2d4c:ca80 reak i i
68[2023-02-14T11:21:00-05:00 [bcoleman@breakingcodesilence.org | Login success beoleman@breakingcodesilence.org logged in Exchange None FALSE FALSE __|2600:4040:22cb:c800:a454:f958:c64e:5952 reakingcodesilence.org
269]2023-02-14T11:09:30-05:00 | boleman@breakingcodesilence.org__|Login success beoleman@breakingcodesilence.org logged in Exchange None FALSE FALSE _ [96.255.35.9 reakingcodesilence.org
7-05:00 |boleman@breakingcodesilence.org__|Login success beoleman@breakingcodesilence.org logged in Exchange None FALSE FALSE __ [96.255.35.9 reakingcodesilence.org

4-05:00 |Ibarris i org Logout i ilence.org logged out Google password FALSE FALSE _ [172.91.73.27 breakingcodesilence.org

:11-05:00 ilence.org Login success vhughes @breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [37.19.199.148 breakingcodesilence.org

3-05:00 i ilence.org Login success wdeffo@breakingcodesilence org logged in Google password |Password FALSE FALSE _ [8.45.1422 i i g
274[2023-02-117T00:34:33-05:00 |jmagill@breakingcodesilence.org Login success jmagi i ilence.org logged in Google password |Password FALSE FALSE _ |2601:283:4 0:4ce2:d7f:414c i i T
275[2023-02-09T18:08:31-05:00 akingcodesilence.org Login success def i org logged in Google password [None FALSE FALSE (8451422 reak i i
276(2023-02-09T18:08:29-05:00 | wdeffo@breakingcodesilence.org Sensitive action allowed weft odesilence.org was permitted to take the action: Allowing an app access to Google data. Reauth 1DV preregistered phone, IDV preregistered phone, Password TRUE FALSE _ [8.45.142.2 Allowing an app access to Google data reakingcodesilence.org
277|2023-02-09T18:08:29-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password, IDV preregistered phone, IDV preregistered phone FALSE FALSE _ [8.45.142.2 reakingcodesilence.org
8[2023-02-09T18:08:29-05:00 | wdeffo@breakingcodesilence.org Login verification wdeffo@breakingcodesilence.org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 8.45.142.2 reakingcodesilence.org
9(2023-02-09T18:05:45-05:00 i ilence.org Login verification wdef i .org was presented with login verification Google password |IDV preregistered phone FALSE TRUE 8451422 breakingcodesilence.org
80(2023-02-09T18:04:58-05:00 i ilence.org Account recovery phone change wdeffo@breakingcodesilence.org has changed Account recovery phone Unknown FALSE FALSE _ [165.225.60.216 breakingcodesilence.org
281 0-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __ [165.225.60.216 i i g
:42-05:00 i i org Login failure def i rg failed to login Google password [Password, IDV preregistered phone FALSE FALSE 8.45.142.2 i i I

2:42-05:00 akingcodesilence.org Login verification def i org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 8.45.142.2 reak i i
wdeffo@breakingcodesilence.org Sensitive action blocked weft odesilence.org was blocked from the action: Allowing an app access to Google data. Their session was risky and identity couldn,A6t be verified. __|Reauth 1DV preregistered phone, IDV preregistered phone, Password TRUE FALSE _ [8.45.142.2 Allowing an app access to Google data reakingcodesilence.org
wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [8.45.142.2 reakingcodesilence.org

:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password, IDV preregistered phone TRUE FALSE _ [8.45.1422 reakingcodesilence.org
87(2023-02-09T13:40:42-05:00 i ilence.org Login challenge wdef i .org was presented with a login challenge Google password |IDV preregistered phone FALSE FALSE __ [8.45.1422 breakingcodesilence.org
88(2023-02-09T13:38:37-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password, Password FALSE FALSE _ [165.225.60.216 breakingcodesilence.org
89(2023-02-09T10:50:57-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password FALSE FALSE __ [165.225.60.216 i i g
90[2023-02-09T10:24:49-05:00 i ilence.org Login success def i rg logged in Reauth Password FALSE FALSE __ [165.225.60.216 i i T
291[2023-02-08T15:07:35-05:00 |Iwixon@breakingcodesilence.org Login success i akingcodesilence.org logged in Google password |Password FALSE FALSE _ [68.33.2.210 reak i i
92(2023-02-08T14:36:38-05:00 |bcoleman@breakingcodesilence.org | Login success beoleman@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [96.231.230.24 reakingcodesilence.org
93 02-08T14:36:12-05:00 |bcoleman@breakingcodesilence.org | Logout beoleman@breakingcodesilence.org logged out Google password FALSE FALSE _ [96.231.230.24 reakingcodesilence.org
4-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:9:280:a10:3987:716f:810:19bf reakingcodesilence.org

6-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:9:280:a10:3987:716f:810:19bf breakingcodesilence.org

:42-05:00 | jkrauss @breakingcodesilence.org Login success j i ilence.org logged in Google password |Password FALSE FALSE _ [76.112.34.61 breakingcodesilence.org

8-05:00 |ndi i ilence.org Login success ndieterle@breaki i rg logged in Google password |Password FALSE FALSE _ [2601:28 5:19a:adf7:d817 i i e

:59-05:00 [Ibarrio@breaki | Login success i i i org logged in Google password |Password FALSE FALSE 172.91.73.27 i i I
99[2023-02-07T15:22:54-05:00 |wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:9:280:a10:3987:716f:810:f9bf reak i i
00[2023-02-07T10:52:53-05:00 |wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth None FALSE FALSE __|2601:9:280:a10:3987:716f:810:f9bf reakingcodesilence.org
01[2023-02-07T10:21:58-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:9:280:a10:3987:716f:810:19bf reakingcodesilence.org
0; -02-06T19:14:07-05:00 |feliscu@breakingcodesilence.org Login success feliscu@breakingcodesilence.org logged in Google password |Password, Other FALSE FALSE___[70.176.110.146 reakingcodesilence.org
03]20; 7-05:00 |feliscu@breakingcodesilence.org Login verification felisc i ilence.org was presented with login verification Google password |Other FALSE FALSE__[70.176.110.146 breakingcodesilence.org
304[2023-02-06T19:13:19-05:00 |feliscu@breakingcodesilence.org Login success felisci ilence.org logged in Google password |Password, Other FALSE FALSE__[70.176.110.146 breakingcodesilence.org
305[2023-02-06T19:13:19-05:00 [feliscu@breakingcodesilence.org Login verification i ilence.org was presented with login verification Google password |Other FALSE FALSE __ [70.176.110.146 i i g
062023-02-06T19:04:39-05:00 | feliscu@breaki org Login success i i ilence.org logged in Google password |Password, DV preregistered phone FALSE FALSE __ [70.176.110.146 i i T
307|2023-02-06T19:04:39-05:00 [feliscu@breakingcodesilence.org Login verification feliscu@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 70.176.110.146 reak i i
08|20; mhurwitt@breakingcodesilence.org | Login success mhurwitt@breakingcodesilence.org logged in Google password |Password, Other FALSE FALSE _ [50.206.7.74 reakingcodesilence.org
09 mhurwitt@breakingcodesilence.org___|Login verification mhurwitt@breakingcodesilence.org was presented with login verification Google password |Other FALSE FALSE _ [50.206.7.74 reakingcodesilence.org
310[2023-02-06T15: :00 |adavey@breakingcodesilence.org Login success adavey@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [169.226.225.175 reakingcodesilence.org
11[2023-02-06T11:27:30-05:00 gard@br silence.org_|Login success i ilence.org logged in Google password |Password FALSE FALSE _ [73.127.187.36 breakingcodesilence.org
12(2023-02-06T09:52:03-05:00 | i ilence.org | Login success i i org logged in Google password |Password FALSE FALSE __|2601:18c:8701:a900:900f:4159:bf73:1e0b breakingcodesilence.org
313[2023-02-04T14:08:07-05:00 |kdavis@breaki i i Login success ilence.org logged in Google password |Password FALSE FALSE __ [104.139.127.65 i i g
314[2023-02-04T14:04:13-05:00 i i i T Login success i ilence.org logged in Reauth FALSE FALSE __ [104.139.127.65 i i i
315[2023-02-04708:07:09-05:00 |kdavis@breaki i i Login success kdavis @breakingcodesilence.org logged in Google password [None FALSE FALSE _ [104.139.127.65 reak i i
162023-02-04708:07:09-05:00 | kdavis@breakingcodesilence.org Account password change kdavis @breakingcodesilence.org has changed Account password Unknown FALSE FALSE _ [104.139.127.65 reakingcodesilence.org
317(2023-02-03T22:35:50-05:00 |kmulligan@breakingcodesilence.org | Login success kmulligan@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [67.185.21.186 reakingcodesilence.org
318[2023-02-03720:22:24-05:00 |book@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:8c0:37e:8e10:38¢3:e824:7965:e400 reakingcodesilence.org
319[2023-02-02T13:40:09-05:00 |info@breakingcodesilence.org Login success info@breakingcodesilence.org logged in Google password |Password FALSE FALSE __[205.237.166.33 breakingcodesilence.org
0[2023-02-02T13:32:55-05:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2603:7080:c339:8f0c: lec:286b:ca57:1184 breakingcodesilence.org
21[2023-02-02712:01:56-05:00 i ilence.org Login success i ilence.org logged in Google password |Password FALSE FALSE __ [205.237.166.33 i i g
222023-02-02709:56:27-05:00 i rg_|Logout i ilence.org logged out Google password FALSE FALSE __ |83.145.72.66 i i T
3[2023-02-02709:54:47-05:00 n@breaki lence.org__|Login success akingcodesilence.org logged in Google password |Password, Other TRUE FALSE _ [83.145.72.66 reak i i
324[2023-02-02T09:54:47-05:00 |emonneron@breakingcodesilence.org__|Login challenge emonneron@breakingcodesilence.org was presented with a login challenge Google password |Other FALSE FALSE __[83.145.72.66 reakingcodesilence.org
02-02T00:39:50-05:00 |jjensen@breakingcodesilence.org Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
6|2023-02-01723:25:21-05:00 | bcook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Google password |Password FALSE FALSE___|2601:8c0:37e:8e10:64a7:35b0:ch31:5d97 reakingcodesilence.org
327(2023-02-01722:55:14-05:00 i i ilence.org Login success i ilence.org logged in Google password FALSE FALSE __ |2601:283:4 4:1510:5177:fbef breakingcodesilence.org
023-02-01T21:37:04-05:00 | mhurwitt@breakingcodesilence.org___|Login success mhurwitt@breakingcodesilence.org logged in Google password |Password, Password, IDV preregistered phone FALSE FALSE __[2600:170. 19f5:431e:6de4: breakingcodesilence.org
329[2023-02-01T21:37:04-05:00 | mhurwitt i ilence.org | Login verification mhurwitt@breakingcode: org was presented with login verificati Google password [IDV i phone FALSE TRUE 2600:1702:350:99f0:19f5:431e:6de4:55f0 i i g
30[2023-02-01714:24:08-05:00 i ilence.org Login success def i rg logged in Reauth Password FALSE FALSE __ [165.225.60.219 i i T
1[2023-01-31721:36:16-05:00 | mhurwitt@breakingcodesilence.org | Login success mhurwitt@breaki ilence.org logged in Google password |Password, Password, IDV preregistered phone TRUE FALSE __|2600:1702:350:99f0:11e3:b2eb:4063:125a reak i i
023-01-31721 mhurwitt@breakingcodesilence.org___|Login challenge mhurwitt@breakingcodesilence.org was presented with a login challenge Google password |IDV preregistered phone FALSE FALSE___|2600:1702:350:99f0:11e3:b2eb:4063:125a reakingcodesilence.org
3[2023-01-31T14 cosullivan@breakingcodesilence.org___|Login success cosullivan@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2601:18c:8701:a900:85¢3:96fc:6e2f:1318 reakingcodesilence.org
334[2023-01-31T11. :00 |ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password |Password, Password FALSE FALSE __|2601:282:8880:3b20:8584:c4d3:edda:b2eb reakingcodesilence.org
023-01-29T16:27:43-05:00 ilence.org__|Login success i ilence.org logged in Google password |Password FALSE FALSE __|2600:1008:b026:60c1 2341 breakingcodesilence.org
36[2023-01-27T18:10:33-05:00 ilence.org __|Login success i ilence.org logged in Google password |Password FALSE FALSE _ [207.229.181.102 breakingcodesilence.org
337(2023-01-27T12:56:54-05:00 ilence.org__|Logout i ilence.org logged out Google password FALSE FALSE _ [207.229.181.102 i i g
38[2023-01-27700:36:50-05:00 |jmagill @breakingcodesilence.org Login success jmagi i ilence.org logged in Google password |Password FALSE FALSE _ |2601:283:4 198:2d7a:141e:7301 i i "
9(2023-01-27700:34:08-05:00 akingcodesilence.org Login success alow @breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2600:1700:7be0:16a0:5d00:25a2:851d:b8b2 reak i i
340[2023-01-26T13:49:00-05:00 |jshirley@breakingcodesilence.org Login success shirley@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2601:547:c503:5800:f8a3:1e71:867e:cadc reakingcodesilence.org
341[2023-01-25T18:02:45-05:00 | thaker@breakingcodesilence.org Login success tbaker@breakingcodesilence.org logged in Google password |Password FALSE FALSE__ [98.190.119.71 reakingcodesilence.org
342(2023-01-25T17:56:26-05:00 |thaker@breakingcodesilence.org Logout | tbaker@breakingcodesilence.org logged out Google password FALSE FALSE _ [98.190.119.71 reakingcodesilence.org
343]2023-01-25T14:35:36-05:00 | beoleman@breakingcodesilence.org___|Login success [beoleman@breakin org logged in Google password |Password FALSE FALSE _ [96.231.230.24 reakingcodesilence.org
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Case 2:22-cv-02052-MAA Document 172-120 Filed 02/23/24 Page 5 of 5 Page ID #:7153

A B | C E G H | L M N

1 [Date User [Event Description Login type Challenge type Is suspicious |Is second factor [IP address Affected user Email forwarding address |Sensitive action name Login time Domain
344[2023-01-25T12:10:16-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password, Password FALSE FALSE _ |2601:c9:280:a10:cc58:cbaf:711f:ac3a breakingcodesilence.org
345(2023-01-25T11:21:30-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:c9:280:a10:cc58:cbdf:711f:ac3a breakingcodesilence.org
346(2023-01-24T22:11:33-05:00 |Iwixon@breakingcodesilence.org Login success i ilence.org logged in Google password |Password FALSE FALSE _ [68.33.2.210 breakingcodesilence.org
3472023-01-24T21:30:26-05:00 |Ibarrio@breakingcodesilence.org Login success org logged in Google password |Password FALSE FALSE _ [172.91.73.27 i i g
348[2023-01-24T15:32:36-05:00 | ndi i ilence.org Login success ndieter rg logged in Google password |Password FALSE FALSE __[2601:2 1d:98c3:1e19:266 T
349(2023-01-23T18:57:55-05:00 |Ibarrio@breakingcodesilence.org Login success b akingcodesilence.org logged in Google password |Password FALSE FALSE _ [172.91.73.27 reak ilence.org
0]20: 5-05:00 |Ibarrio@breakingcodesilence.org Login success Ibarrio@breakingcodesilence.org logged in Google password |Password FALSE FALSE  [172.91.73.27 reakingcodesilence.org
51[20 :11-05:00 |bcoleman@breakingcodesilence.org |Logout beoleman@breakingcodesilence.org logged out Google password FALSE FALSE  [96.231.230.24 reakingcodesilence.org
0; 1-05:00 [jshirley@breakingcodesilence.org Login success shirley@breakingcodesilence.org logged in Google password |Password, Password FALSE FALSE _ |2601:547:c503:58b0:df7:fc36:5dac:afd6 reakingcodesilence.org
3]2023-01-23T11:05:56-05:00 |akolbe@breakingcodesilence.org Login success i ilence org logged in Google password |Password FALSE FALSE _ [73.57.36.23 breakingcodesilence.org
354[2023-01-22T19:47:37-05:00 |c i ilence.org | Login success org logged in Google password |Password FALSE FALSE __|2601:18c:8701:a900:fc2f bfeb:f7a2:788b breakingcodesilence.org
355[2023-01-22T16:16:33-05:00 [tr i Login success org logged in Google password |Password FALSE FALSE _ |2600:387:f:561axa i i g
6]2023-01-22T14:01:22-05:00 |Ibarrio@bre i Login success org logged in Reauth Password FALSE FALSE _ [172.91.73.27 i
357|2023-01-21T22:46:31-05:00 | nbeauregard@breakingcodesilence.org_|Login success nbeauregard@breakingcodesilence.org logged in Google password |Password, Other FALSE FALSE _ |2601:8c0:37e:8e10:a835:1915:3084:6{f7 reak ilence.org
023-01-21T22:46:31-05:00 |nbeauregard@breakingcodesilence.org _|Login verification nbeauregard@breakingcodesilence.org was presented with login verification Google password |Other FALSE FALSE _ [2601:8c0:37e:8e10:a835:1915:3084:6ff7 reakingcodesilence .org
359|2023-01-20700:58:58-05:00 |Ibarrio@breakingcodesilence.org Logout Ibarrio@breakingcodesilence.org logged out Google password FALSE FALSE _ [172.91.73.27 reakingcodesilence.org
6-05:00 |Ibarrio@breakingcodesilence.org Login success Ibarrio@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [172.91.73.27 reakingcodesilence.org
1-05:00 [Ibarrio@breakingcodesilence.org Login success org logged in Google password |Password FALSE FALSE _ [172.91.73.27 breakingcodesilence.org
:59-05:00 |Ibarrio@breakingcodesilence.org Login success org logged in Google password |Password FALSE FALSE _ [172.91.73.27 breakingcodesilence.org
2-05:00 |Ibarrio@breakingcodesilence.org Login success org logged in Google password |Password FALSE FALSE__ |2607:fb91:21e:8e09:901d:1db6:8e42:533¢ i i g
:50-05:00 |Ibarrio@bre i Account recovery phone change org has changed Account recovery phone Unknown FALSE FALSE__ [2607:fb91:21e:8e09:901d:1db6:8e42:533¢ i
65[2023-01-19T00:45:25-05:00 | Ibarri org Login success b akingcodesilence.org logged in Reauth Password FALSE FALSE __|2607:fb91:21e:809:901d:1db6:8e42:533¢ reak ilence.org
66(2023-01-19T00:26:46-05:00 |Ibarrio@breakingcodesilence.org Login success Ibarrio@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [2607:fb91:21e:8e09:901d:1db6:8e42:533¢ reakingcodesilence.org
367|2023-01-18723:57:36-05:00 |Ibarrio@breakingcodesilence.org Login success Ibarrio@breakingcodesilence.org logged in Google password [None FALSE FALSE  [172.91.73.27 reakingcodesilence.org
68[2023-01-18T23:57:36-05:00 | Ibarrio@breakingcodesilence.org Account password change Ibarrio@breakingcodesilence.org has changed Account password Unknown FALSE FALSE  [172.91.73.27 reakingcodesilence.org
369|2023-01-18T19:36:16-05:00 |jj i ilence.org Login success Jesse Jensen logged in Reauth Password FALSE FALSE __ [136.36.232.121 breakingcodesilence.org
370/2023-01-18T17:19:10-05:00 | bcook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Reauth Password FALSE FALSE _|2601:8c0:37e:8e10:h092:982:f2a4:b7ce breakingcodesilence.org
0-05:00 |adavey@breakingcodesilence.org Login success i org logged in Google password | Password FALSE FALSE _ [169.226.219.25 i i g
:47-05:00 i i ilence.org | Login success rg logged in Google password |Password FALSE FALSE __|2601:18c:8701:a900:9 2:cbd i
5:04-05:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password FALSE FALSE _ [67.188.180.26 reak ilence.org
9-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Reauth Password FALSE FALSE _ [2601:8c0:37e:8e10:744e:bcff:f0a6:119a reakingcodesilence.org
:17-05:00 |ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password FALSE FALSE _ [2601:282:8880:3b20:ddc:90ac:7279:8ae5 reakingcodesilence.org
9-05:00 |aconroyd@breakingcodesilence.org Login success aconroyd@breakingcodesilence.org logged in Google password FALSE FALSE __|2601:642:c301:4910:98b6:2c07:3281:f74 reakingcodesilence.org
377(2023-01-13T16:46:46-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth FALSE FALSE __|2601:c9:280:a10:819a:afc:c880:fd23 breakingcodesilence.org
378(2023-01-13716:12:43-05:00 |rhart@breakingcodesilence.org Login success rhart@breakingcodesilence.org logged in Google password |Password FALSE FALSE __ [2600:1010:b116:7dfa:907e:c10:53c6:378¢ breakingcodesilence.org
379[2023-01-13T16:02:46-05:00 i ilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE _ |2601:c9:280:a10:819a:afc:c880:d23 i i g
0[2023-01-13715:32:43-05:00 org Login success def i rg logged in Google password |Password, IDV preregistered phone FALSE FALSE _ [165.225.60.220 g
1[2023-01-13715:32:43-05:00 [wdeffo@breakingcodesilence.org Login verification wdeffo@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 165.225.60.220 reak ilence.org
023-01-13T14:48:23-05:00 |wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE _ [2601:c9:280:a10:819a:afc:c880:fd23 reakingcodesilence.org
3[2023-01-13T12:56:41-05:00 [wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE _ [2601:c9:280:a10:819a:afc:c880:fd23 reakingcodesilence.org
384202 8-05:00 |graymond@breakingcodesilence.org__|Login success graymond@breakingcodesilence.org logged in Google password |Password FALSE FALSE__ [207.229.181.102 reakingcodesilence.org
85]20; 0-05:00 i ilence.org 2-step verification enroll wdeffo@breakingcodesilence.org has enrolled for 2-step verification Unknown FALSE FALSE _|2601:c9:280:a10:5d8d:37e3:44c7:512 breakingcodesilence.org
86]20; :08-05:00 Lorg Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE _[2601:9:280:a10:5d8d:37e3:44c7:512 breakingcodesilence.org
387/20 9-05:00 |jmagill @breakingcodesilence.org Sensitive action allowed jmagi i ilence.org was permitted to take the action: Manage on Brand Accounts. Reauth Other, Password TRUE FALSE _ |2601:283:4 1cc:1425:8a4f:3e72 Manage permissions on Brand Accounts i i g
0; :39-05:00 |jmagill @breakingcodesilence.org Login success org logged in Reauth Password, Other TRUE FALSE _ |2601:283:4 1cc:1425:8a4f:3e72 g
9(2023-01-12718:28:39-05:00 |jmagill @breakingcodesilence.org Login challenge imagill @breakingcodesilence.org was presented with a login challenge Reauth Other FALSE FALSE _ |2601:283:4200:a380:eIcc:1425:8a4f:3e72 reaki ilence.org
90(2023-01-12T10:12:44-05:00 [sbhasin@breakingcodesilence.org Login success sbhasin@breakingcodesilence.org logged in Google password [None FALSE FALSE __|2601:6c0:c300:7c20:a072:869%: reakingcodesilence .org
91[2023-01-12T10:12:43-05:00 |sbhasin@breakingcodesilence.org Account password change sbhasin@breakingcodesilence.org has changed Account password Unknown FALSE FALSE __|2601:6c0:c300:7c20:a072:869¢:cea5:a669 reakingcodesilence.org
92[2023-01-12T00:49:56-05:00 | nbeauregard@breakingc org_|Login success nbeauregard@breakingcodesilence.org logged in Reauth None FALSE FALSE _ [73.127.187.36 reakingcodesilence.org
93[2023-01-12T00:47:42-05:00 gard@br silence.org_| Account recovery phone change i ilence.org has changed Account recovery phone Unknown FALSE FALSE _ [73.127.187.36 breakingcodesilence.org
394[2023-01-12700:47:05-05:00 ilence.org_|Login success Lorg logged in Reauth None FALSE FALSE _ [73.127.187.36 breakingcodesilence.org
395[20 3-05:00 Lorg_|Account recovery email change org has changed Account recovery email Unknown FALSE FALSE _ [73.127.187.36 i i g
96/ 20: :16-05:00 [nbeaureg org [Login success nbeaureg org logged in Reauth Password, Password FALSE FALSE 73.127.187.36 g
397(2023-01-11T19:25:02-05:00 |beook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|2601:8c0:37e:8e10:4dd5:5541:988e:clad reaki ilence.org
98(2023-01-11T17:35:24-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence.org logged in Reauth None FALSE FALSE _ [2601:8c0:37e:8e10:14ef:9f42:4785:52dc reakingcodesilence.org
99(2023-01-11T17:35:24-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence org logged in Google password |Password FALSE FALSE _ [2601:8c0:37e:8e10:14ef:9f42:4785:52dc reakingcodesilence.org
400{2023-01-11T17:35:06-05:00 |bcook@breakingcodesilence.org Login success beook@breakingcodesilence org logged in Google password |Password FALSE FALSE _ |2601:8c0:37e:8e10:14ef:9f42:4785:52dc reakingcodesilence.org
401[2023-01-10T18:09:24-05:00 i ilence.org Login success tbaker@breakingcodesilence.org logged in Google password |Password FALSE FALSE __ [98.190.119.71 breakingcodesilence.org
4022023-01-10T15:49:46-05:00 Lorg Login success Jesse Jensen logged in Google password |Password FALSE FALSE _ [136.36.232.121 breakingcodesilence.org
403[2023-01-10T13:52:51-05:00 org Login success wdeffo@breakingcodesilence.org logged in Reauth None FALSE FALSE _ |2601:c9:280:a10:7154:f8¢3:2633:d3d3 i i g
4042023-01-10T13:49:37-05:00 org Login success def i rg logged in Reauth None FALSE FALSE _ [2601:c9:280:a10:7154:f8c3:2633:d3d3 i
4052023-01-10T13:47:34-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Google password |Password FALSE FALSE __ |2601:c9:280:a10:7154:f8c3:2633:d3d3 reak ilence.org
4062023-01-10T13:41:59-05:00 |jjensen@breakingcodesilence.org Logout Jesse Jensen logged out Google password FALSE FALSE _ [136.36.232.121 reakingcodesilence.org
4072023-01-10T13:23:30-05:00 | wdeffo@breakingcodesilence.org Login success wdeffo@breakingcodesilence.org logged in Reauth Password FALSE FALSE _ [2601:c9:280:a10:7154:f8¢3:2633:d3d3 reakingcodesilence.org
408[2023-01-10T11:01:42-05:00 |ndieterle@breakingcodesilence.org Login success ndieterle@breakingcodesilence.org logged in Google password |Password FALSE FALSE___|2601:282:8880:3b20:90dd:93b7:falc:b2bd reakingcodesilence.org
409[2023-01-09T19:02:02-05:00 [mhurwitt@breakingcodesilence.org__|Sensitive action allowed mhurwitt@breakingcodesilence.org was permitted to take the action: Allowing an app access to Google data. Reauth Security key, Other, Password TRUE FALSE _ [50.206.7.74 Allowing an app access to Google data breakingcodesilence.org
410]2023-01-09T19:02:02-05:00 |mhurwitt@breakingcodesilence.org__|Login success mhurwitt@breakingcodesilence.org logged in Google password [Password, Other, Security key TRUE FALSE _ [50.206.7.74 breakingcodesilence.org
411[2023-01-09T19:02:02-05:00 |mhurwitty i ilence.org | Login challenge mhurwitt@breakingcode: org was presented with a login challenge Google password |Security key FALSE FALSE _ [50.206.7.74 i i g
412[2023-01-09T19:01:04-05:00 [mhurwitty org__|Login challenge mhurwit i org was presented with a login challenge Google password Other FALSE FALSE _ [50.206.7.74 g
413[2023-01-09T15:47:38-05:00 |bcoleman@breakingcodesilence.org _|Login success org logged in Google password |Password FALSE FALSE _ [96.231.230.24 reak ilence.org
414{2023-01-09T15:46:43-05:00 [bcoleman@breakingcodesilence.org __|Logout beoleman@breakingcodesilence.org logged out Google password FALSE FALSE  [96.231.230.24 reakingcodesilence.org
415[2023-01-07T21:49:15-05:00 |kmulligan@breakingcodesilence.org__|Login success kmulligan@breakingcodesilence.org logged in Reauth Password, Password FALSE FALSE _ [67.185.21.186 reakingcodesilence.org
416[2023-01-07T21:44:37-05:00 |kmulligan@breakingcodesilence.org___|Login success kmulligan@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [67.185.21.186 reakingcodesilence.org
4172023-01-06T21:58:37-05:00 |Iwixon@breakingcodesilence.org Login success i i ilence org logged in Google password |Password FALSE FALSE _ [68.33.2.210 breakingcodesilence.org
418(2023-01-06T21:16:02-05:00 ilence.org_|Login success ilence.org logged in Google password |Password FALSE FALSE _ [73.127.187.36 breakingcodesilence.org
419(2023-01-06T14:27:58-05:00 org __|Login success org logged in Google password |Password FALSE FALSE _ |2601:18c:8701:a900:d550:4b91:a239:cb15 i i g
420(2023-01-05T18:51:05-05:00 org Logout ndieter rg logged out Google password FALSE FALSE __[2601:2 Tlabereal:6971 T
4212023-01-05T15:03:14-05:00 |aconroyd@breakingcodesilence.org Login success aconroyd@br ilence.org logged in Google password FALSE FALSE _ [75.104.90.177 reak ilence.org
4222023-01-05T11:40:18-05:00 |jshirley@breakingcodesilence.org Login success shirley@breakingcodesilence.org logged in Google password |Password FALSE FALSE __|2601:547:c503:5800:31fa:c9a0:303b:6e72 reakingcodesilence.org
423[2023-01-05T01:58:23-05:00 akingcodesilence.org Login failure alow@breakingcodesilence.org failed to login Unknown FALSE FALSE___|2600:1700:7be0:16a0:e558:8fal:d87a:15ad reakingcodesilence.org
4242023-01-05T01:30:34-05:00 akingcodesilence.org Login failure alow @breakingcodesilence.org failed to login Unknown FALSE FALSE___|2600:1700:7be0:16a0:e558:8fa1:d87a:15ad reakingcodesilence.org
425(2023-01-05T01:30:07-05:00 i ilence.org Login failure alow @breakingcodesilence.org failed to login Unknown FALSE FALSE___|2600:1700:7be0: 1:d87a:15ad breakingcodesilence.org
4262023-01-04T12:36:43-05:00 Lorg Login success wdeffo@breakingcodesilence.org logged in Reauth None FALSE FALSE _ |2601:c9:280:a10:d47c:ab 2 breakingcodesilence.org
4272023-01-04T12:36:42-05:00 org Login success wdeffo@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ |2601:c9:280:a10:d47c:a52 :9ba2 i i g
4282023-01-04T10:16:58-05:00 org Login success def i rg logged in Reauth FALSE FALSE _ |2601:c9:280:a10:85fc:3c44:b443:7e19 i
4292023-01-037T20:26:42-05:00 |ableich@breakingcodesilence.org Login success ableich@breakingcodesilence.org logged in Google password |Password FALSE FALSE _ [185.187.168.42 reak ilence.org
430]2023-01-02722:35:48-05:00 |moconner@breakingcodesilence.org __|Login success moconner@breakingcodesilence.org logged in Google password |Password FALSE FALSE  [69.117.245.143 reakingcodesilence.org
4312023-01-01T17:11:40-05:00 |feliscu@breakingcodesilence.org Login success feliscu@breakingcodesilence.org logged in Google password [Password, IDV preregistered phone FALSE FALSE _ [38.18.141.80 reakingcodesilence.org
4322023-01-01T17:11:40-05:00 |feliscu@breakingcodesilence.org Login verification feliscu@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 38.18.141.80 reakingcodesilence.org
433[2022-12-30T00:57:09-05:00 i ilence.org Login success aconroyd@breakingcodesilence.org logged in Reauth Password FALSE FALSE __[205.237.166.33 breakingcodesilence.org
434]2022-12-29T13:36:01-05:00 Lorg Login success wdeffo@breakingcodesilence.org logged in Reauth None FALSE FALSE __|2601:c9:280:a10:6954:b0: breakingcodesilence.org
435(2022-12-29T13:35:43-05:00 org Account password change wdeffo@breakingcodesilence.org has changed Account password Unknown FALSE FALSE __|2601:c9:280:210:6954:h0: i i rg
436(2022-12-29T13:35:24-05:00 org Login success def i rg logged in Google password [IDV i phone FALSE FALSE __ [2601:c9:280:210:6954:h0: g
4372022-12-29T13:35:24-05:00 | wdeffo@breakingcodesilence.org Login verification wdeffo@breakingcodesilence.org was presented with login verification Google password [IDV preregistered phone FALSE TRUE 2601:c9:280:210:6954:b0 reak ilence.org
438[2022-12-29T12:25:05-05:00 [rhart@breakingcodesilence.org Login success rhart@breakingcodesilence.org logged in Google password [Password FALSE FALSE  [75.141.247.78 reakingcodesilence.org
439[2022-12-29T12:23:38-05:00 [rhart@breakingcodesilence.org Login success rhart@breakingcodesilence.org logged in Google password FALSE FALSE  [75.141.247.78 reakingcodesilence.org
4402022-12-28T20:11:03-05:00 |jkrauss@breakingc org Login success krauss @breakingcodesilence.org logged in Google password FALSE FALSE _ [76.112.34.61 reakingcodesilence.org
441(2022-12-28T18:43:36-05:00 i Lorg Login success advocacy@breakingcodesilence.org logged in Google password FALSE FALSE __|2601:8c0:37e:8e10:e42b:ef39:38bf:34eb breakingcodesilence.org
4422022-12-28T15:52:30-05:00 Login success aconroyd@breakingcodesilence.org logged in Reauth Password FALSE FALSE __|205.237.166.33 breakingcodesilence.org
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